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All information, tools, methods presented 
here are given for educational or security 

awareness purposes

The speaker take no responsibilities for any actions 
conducted or damage caused by the use or misuse of 

this information by the audience



What is the biggest IT 
security threat ??



Human Error ArticleHuman Error Article

http://www.information-age.com/home/information-age-
today/816227/human-error-is-the-greatest-it-security-threat.thtml



Human Error ArticleHuman Error Article

http://www.securitymanager.net/magazine/article_448_human_error_it_security.html



Human Error ArticleHuman Error Article

http://www.cio.com/article/179802/Human_Error_Tops_the_List_of_Security_Threats



http://googleblog.blogspot.com/2009/01/this-site-may-harm-your-computer-on.html



Human MistakesHuman Mistakes

● Lack of knowledge

● Simple, but fatal mistakes
● Easy, short password or even no password at all

● Sharing computers

● Careless

● Easy to exploit
● Phising emails

● Fake login

● Key logger



PhisingPhising

● Phishing is an attempt to steal other person's 

personal information

● Mostly via email (in HTML)

● Masquerade as well-known organization or 

companies which you do not even know

● Can be in any form
● Inactive accounts

● Suspected doing illegal actions

http://www.consumerfraudreporting.org/phishing_examples.php



Phising ExamplesPhising Examples



Phising ExamplesPhising Examples



Phising ExamplesPhising Examples



Phising ExamplesPhising Examples



Real WebsiteReal Website



Well Known OrganizationWell Known Organization

http://atlas.arbor.net/summary/phishing



http://www.antiphishing.org/phishReportsArchive.html
January – December 2008



Fake Anti-Malware



Steps to Avoid PhisingSteps to Avoid Phising

● Never open untrusted emails

● Never click suspicious link

● Check and validate URL

● Always check site's certificate (if any)

● Use text-mode when reading emails





Fake BCAFake BCA



Real BCAReal BCA



Registration???Registration???



Key LoggerKey Logger

● Software program or hardware device that 

are capable of recording keystrokes

● Well hidden on systems

● Send information to other people/machine



Software Key LoggerSoftware Key Logger



Hardware Key LoggerHardware Key Logger



How to detect KeyloggerHow to detect Keylogger

● Check every unusual process

● Check for unusual Internet connection

● Check application that runs automatically at 

start-up

● Use antivirus or keylogger detector
● But don't depend too much

● Keyloggers are as quick as virus/worms

● Look at files which is getting bigger and bigger 

(these might be logs of keystrokes)



Startup Control Panel + Startup MonitorStartup Control Panel + Startup Monitor

http://mlin.net



Working at public areaWorking at public area

● Use virtual keyboards

● Look for unusual devices

● Use one-time password 
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